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THROUGH THIS WEBINAR WE WILL WALK OVER

e What is platform economy?

* Why do we need that?

* The role of data in the platform economy!

* Trust shaking incidents!

e Public & Platform owners’ concerns!

* How to improve platform’s trustworthiness?

* Related research questions



PLATFORM ECONOMY?
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OVERVIEW OF SHARING ECONOMY TERMS AND THEIR RELATIONSHIP

Access economy Sharing econ " Gig economy
(Bardhi & Eckhard, 2012) A\ (De Stefano, 2015)
B2P B2B



TYPES OF PLATFORM ECONOMY // ~
PR Sharing Economy Platforms \
ca:lmorms Platforms e Sharing of capacity-constrained assets
(e.g. Google, Bing, and resources (e.g. cars and bicycles)
— (e-£. WhatApp, Skype, Yahoo, and Safarl) | » Peer-to-peer sharing (focus of this
Social Media WaChe, st J > ) aorticle; e.g. Airbnb and Uber)
Platforms / / » Sharing of platform owner-provided
{e.g. Facebook ’ / assets (e.g. ZipCar)
Linkedin, and Tw'R'\:er) \\ / o Sharing of capacity-unconstrained
\ / resources (e.g. file, music, and
- [

\ information sharing; mostly peer-to-peer)/‘

Matching | 4 $ 5
( Platforms S Types of m
e.g- TaskRabbit, Tinder, e b
P P Platform Business e ( Development
Models — Platforms
B A k ) L\\ {e.g. appstores and
Content & Review o e . X \\ _ maming consoles)
(e.8. YouTube, | \ [ Crowdsourcing &
TripAdvisor, snd Yelp) / Wm
/ » Platforms
/ > {e.g. InnoCentive and
Booking 7 ’ . ( Kickstarter)
Aggregators Retail Payment Platforms
(e.2. Booking.com, Platforms (e.g. PayPal, Alipay, and
Expedia, and Pagoda) y (e.g. Amazon, Etsy, Visa)

Ref>DOI: 10.1108/JOSM-11-2018-0369

Ebay, and Craiglist)

—

.




ACTORS IN PLATFORM ECONOMY Platform Ecosystem

Platform Provider

* Orchestrates Value Co-Creation
* Manages Platform Governance

Service Providers

* Own Assets
* Provide Service

Customers
» Users of Assets & Service

Regulator/
Policy Maker

Complementors

« Offer Services that Add
Value to the Core Service

Other Actors

Ref>DOI: 10.1108/JOSM-11-2018-0369



PLATFORMS AND OWNERSHIP Peer-to-peer-
provided resources

eBay,
Etsy
Transfer of Access-based;
| | no transfer of
ownership |
ownership
Amazon, .
Traditional lecar,k
e-retailing WeWor
Marketer-

provided resources

Ref>DOI: 10.1108/JOSM-11-2018-0369



OVERVIEW OF DESIGN ASPECTS OF A PLATFORM

Regulation

» Tax Payments
« Privacy Policies & Consumer Protection

« Data Management

\4 v

Business Models Governance
« Platform Sustainability \ / * Rules to participate
« Platform Financing * Rules of Cooperation
« Value for Stakeholders + Terms & Conditions

« Privacy Policy

Sharing Platform * Platform Rights

Market Transaction Culture
« User Support .

«  Trust Building (Ratings) / \ * Unwritten Rules
« Fairness

« Usability

Ref2>https://www.researchgate.net/profile/Katarina_Stanoevska-
Slabeva/publication/322845971_Platforms_and_the_Sharing Economy_An_Analysis_EU_H2020_Research_Project_Ps2Share_Participation_Privacy_and_Power_in_the_Sharing_Economy_2017/links/5af7260daca
2720af9cc57be/Platforms-and-the-Sharing-Economy-An-Analysis-EU-H2020-Research-Project-Ps2Share-Participation-Privacy-and-Power-in-the-Sharing-Economy-2017.pdf



OVERVIEW OF THE COMPONENTS OF A MARKET TRANSACTION ON A PLATFORM

Catalog Services

Catalogue of

providers and offers \ Fulfillment

- Payment
Trust-Bullding Matchmaking and
Consumers <4=P  Self-Regulating == s € - Contract =l
Mechanism Ll Settlement
After sales support
Information about

sharing

Ref->https://www.researchgate.net/profile/Katarina_Stanoevska-
Slabeva/publication/322845971_Platforms_and_the_Sharing Economy_An_Analysis_EU_H2020_Research_Project_Ps2Share_Participation_Privacy_and_Power_in_the_Sharing_Economy_2017/links/5af7260daca
2720af9cc57be/Platforms-and-the-Sharing-Economy-An-Analysis-EU-H2020-Research-Project-Ps2Share-Participation-Privacy-and-Power-in-the-Sharing-Economy-2017.pdf
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WHY DO WE NEED SHARING ECONOMY PLATFORMS?



ADD VALUE OF SHARING ECONOMY PLATFORMS

* Input side
* Product/service shared
* Asset ownership / service sourcing models

e Value creation
* Economic or social benefits
* Asset/service operation & management models
* Core transaction types
e Search and transaction costs
* Indirect network effects
* Trust, Quality, Safety, Security
* Bigdata

* Output side
* The actors and participants
* Asset distribution models and service delivery models
* Customer experience

* Purpose and profits
* Purpose
* Funding & scalability
* Price control & revenue share



ECONOMIC IMPACT: POSITIVE EXTERNALITIES

Bike sharing's impact on restaurants near Grove Street
in Jersey City, NJ

August 2015 ﬂm\ August 2016
| /

(one month before (one year after
bike sharing deployment) bike sharing deployment)

Bay St

Nowark Ayanns
Padetrais Riaza

Grove St
Gr'('/v(g St

Sales Ranking

10‘.“' _ H;grl
Saurce Masterc ol Location Insghls



ENVIRONMENTAL IMPACT

Separate Trips uberPOOL Trips

TRAFFIC VOLUME

ey T
oW

UberPool data compared to individual trips shows lower traffic volumes on high traffic roads (San Francisco)
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DATA? NEW OIL, NEW GOLD AND SYSTEM’S BLOOD, ETC.



HUMAN-RELATED DATA ON PLATFORMS Open Data E.g. census data
(HUMAN DATA STACK)?

Processed Algorithmic
DEIE

Shared Data

Personal Data



PERSONAL DATA

Address

Localisation

Online identifier

Health information

Income

Cultural profile

and more




—

WHY THEY COLLECT OUR DATA? a £T A U- THE-

INFORMATION You CAN,

We'LL THINK ¢F A
USE FOR (T LATER




VISUALIZATION EXAMPLES OF VARYING LEVELS OF IOT INFORMATION EXPOSURE

[Home security] Health stats 6

[Online purchases)

‘ _ . ; 2
6 [ | ‘r [
L i

Online searches}— - 0,

Restaurant check-ins) o, R

No sharing

’ [Utility usage] 6

[Coupon apps]

|Grocery purchases

[Online searches]—

)
[Homesecurity]  [Health stats] B
BOID [Utility usage]
[Online purchases} ' ' i L _ sy ., BMD

‘-,_» [Couponapps]

= =

) b e W « ‘;‘“"f ‘
S I |1

[Grocery purchases]

[Restaurant check-ins] ———T
|

[Vehicle stats]

BMD

[Entertainment
consumption]

Shared with app developer

: WebMD
[Homesecurity]  [Health stats] iy’
] Utility usage
~Walmart . yhuirusses]

[Online purchases] o — o
e . N [Coupon apps]

amazon ERERRT /4]
[Online searches] b Bue oo _pRE o

[Restaurant check-ins| N "I*' .

| [Entertainment
[Vehicle stats] o e
consumption]

Shared with third parties



CLASSIFICATION PROCESS OF USER REVIEWS

(1)

Data Collection

Review
Preprocessing

Sample—

(2)

(a) Training
/

Labels

—»

N

—»

Feature Extractor
(TF*IDF)

—Tokenize»

Sentences

iy

Removal of less than 5
word reviews, HTML

English reviews

Correction of typos

I

I

|

|

|

. |
tags, emoticons, Non- |
|

|

|

|

|

|

&Training Data

Machine
Learning

—> Algorithm

(3)

Labelled
Reviews

(b) Prediction
/

>

A

—P

Feature Extractor
(TF*IDF)

Unlabelled Data
o

Multi-Label
Classifier

T

Aggregating labels
for each review

>

Labelled
Sentences



TRUST SHAKING INCIDENTS!
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WHY YOU CAN’T TRUST COMPANIES TO PROTECT YOUR PRIVATE DATA

€he Nework Eimes
The Google+ Bug Is More About The
Uber S.ettl.es Data Br eac13 . Cover-Up Than The Crime
Investigation for $148 Million ¥ BENNETT CYPHERS AND GENNIE GEBHART | OCTOBER




NETFLIX CAMBRIDGE ANALYTICA FILM: SOCIAL MEDIA IS 'LIKE A CRIME SCENE'

How was Facebook users’ data misused?

Facebook to contact 87 million users
affected by data breach

In 2014 a Facebook
quiz invited users to
find out their
personality type

The app collected the 9

data of those taking
the quiz, but also

recorded the public
data of their friends

Message will reveal which users had personal information was
harvested by Cambridge Analytica

&

About 305,000 people P
installed the app. but it B
gathered information
on up to 87 million
people, according to
Facebook

It is claimed at least
some of the data was
sold to Cambridge
Analytica (CA) which
used it to

CA denies it broke any

laws and says it did

not use the data in the

US presidential election

Facebook sends notices

to users telling them )
whether their data was

breached

CA denies any wrongdoing. Facebook has apologised to users and
says a "breach of trust" has occurred.

© 00 O O

BEE Facebook was this week fined a record $5bn (£4bn) over the Cambridge Analytica scandal



NEGATIVE IMPACTS ON PLATFORMS!

of online households reported
45 % . . . ‘. ' that privacy or security

concerns stopped them from:

. : + expressing
conducting buying posting on opinions on
financial goods or social controversial or

transactions services networks political issues
via the internet

i S . 1




NEGATIVE IMPACTS ON PLATFORMS!

WHO'S SPYING ON ME?

What percentage of Americans believe
these companies spy on their users?

O I - Y
6 o
G 1 E5
) Linkeo ) [N 20%

o I

whistleOut



CONCERNS?
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WHAT HAPPENS IF YOUR DATA GETS IN THE WRONG HANDS?




WHAT IF THEY DON’T ASK FOR OUR DATA?




LEGISLATIVE EFFORTS AIM TO ADDRESS CONCERNS AMID COVID-19

If contact tracing is used for
a higher purpose such as my
health and my community’s
safety, the risk of privacy
breaches is bearable.

John X. Jiang, PhD

—_— Heali§ X
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HOW TO IMPROVE PLATFORM’S TRUSTWORTHINESS?



CITIZEN EMPOWERMENT The Goal

@) understanding by the
¥ " citizen of her/his role

1%
acquisition by citizens of sufficient &i’}
@% citizens’ skills

the presence of @

facilitating ﬂ
environment il

£

. Empowerment

Ref->citizen empowerment throughout the 4 pillars of health Eloisa Vargiu eloisa.vargiu@eurecat.org



KEY CONCEPTS WHEN DEALING WITH PRIVACY

ﬁonceptual Framework in Privacy \
P

reserving Applications




PRIVACY ENHANCING TECHNOLOGIES

User Side Techniques

Privacy
Anti-tracking Preservation
Technologies Certification
* Attribute
Based
Signatures
* Ad-Blockers * Group
* Fingerprint- Signatures
ing * Sanitizable
Signatures
* Blind
Signatures

Channel Side
Techniques

Secure
Communication

Trusted Third
Party

* Client-Service
Encryption

* EndtoEnd
Encryption

* Anonymizers
* Pseudonym-
izers

Server Side
Techniques
Obfuscation
Statistical Self-
. Disclosure Destructing
* Data * Private Control Data Systems
Perturbation Information
Retrieval
* Anonymizing || ¢ Vanish
Secure DBs * Neuralyzer
Computation * Differential * Ephemerizer
Mechanisms Privacy
* Secure * Homomorphic
Multiparty Encryption
Computation




PRIVACY-FRIENDLINESS '

Development i

Team Application
Environment

Attacker

iness
’B“S‘“"' 8
poes
Project Owner

Privacy
Engineer

Data
Recipient

Regulatory
Agency

Possible participants when developing a privacy-friendly application



THE ACTIVITIES OF PRIVACY BY
EVIDENCE, A SOFTWARE
DEVELOPMENT METHODOLOGY
TO PROVIDE PRIVACY-
AWARENESS.

Development Team

Privacy Team

Project
Start

Development

S

<=signal sending>=>
Requirements Chang

B

Identify the
Application Context
and Data Format

T

<=signal sending==>
otify Privacy Issues

" S

Project
End

Evidence :
Morms and
Check Compllance Legislation
with Norms and Compliance
Legislation
wdence
Users
Perception
[ Identify Utilities and =
l Risk Assessment
Evidence :
Privacy
Metrics
Evaluate and Apply Evidence :
Privacy Techniques Privacy
Technigues
g
Evaluate Potential Evidence :
Attacks Resilience
to Attacks
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INTERACTION BETWEEN VARIOUS N — _ 4
SMART CO NTRACTS CertificateAuthority User FundRaising

Contract CorXact .C$mact
A Y,". > - ~ S '...':::“- A
oL et 2 .
y oS .
Cto {\11“\ e 2\ W To
ik, » 2 5 Lrans T L\-\\\"“ -
l'o fetch Pl \ e oL contribute
public key 2 ' G c““\“\\“ Rl to central
: o> R et fund
i Acg” S 3

To check if ‘: , - To get Schools' &
&L !
— sludentis —=e 88 =88 &—cnrolled students' E
enrolled or not 88 l 88

addresses

Student School Company
Confpct Contract Con‘ract
'," e e o T

Tofetch oy, e,
metadata
of uploaded
credentials

I'o fetch
metadata of shured

l"l‘\lt’[‘.'i,i,‘.

e
File Request ShareFile
Contract Contract Contract
Ae -~~~ B ImpliesAinherits B A @i P» B A calls B for certain operations

\ @3 5 |mplies A uses an instance of B A®-:----o.3 B Acalls B based on the policy



CONCLUSION

 GDPR
* A mechanism to allow companies to build the trust.

* A systematic to entail companies to adapt existing organizational
process and/or implement new ones.

 GDPR process-related risks.
* GDPR Process Model

* Method and methodological tools for Process Risk Determination
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Thank You

Contacts:

Peiman A. SARVARI
Email: peiman.alipour@ktu.lt
Andrius GRYBAUSKAS
Email: Andrius.grybauskas@ktu.lt
ind4act.ktu.edu

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 810318. The opinions
expressed in the document are of the authors only and in no way reflect the European Commission’s opinions. The European Union is not liable for any use that may be
made of the information.
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